DSC ASSOCIATION FAQ

1) Who can associate DSC on MCA V3 Portal?

Only Business Users can register their DSC on MCA V3 Portal. Registered Users are not allowed to
associate their DSC on MCA V3 Portal.

Users who have existing User IDs as Registered Users:
Please login to the portal

Upgrade yourself to Business User

Associate DSC

Users who have existing User IDs as Business Users:
Please login to the portal
Associate DSC

For New users:
Please create a new user ID on MCA V3 Portal as Business User
Login to the portal
Associate DSC
2) Is it mandatory to associate DSC on MCA V3 Portal?

Any person, who is signing any form and filing on MCA portal, is required to associate his/her DSC on
MCA V3 Portal first.

Any person, who had earlier associated the DSC on MCA V2 Portal, is required to re-associate his/her
DSC on MCA V3 Portal for filing any form on MCA.

3) What is the complete process of associating DSC on MCA Portal?

STEP 1: Login on MCA V3 Portal
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STEP 2: Click on the service of “Associate DSC” available on MCA portal under the MCA Services >
FO LLP Service > Associate DSC
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STEP 3: Please ensure Emsigner and Embridge are installed in the system

(e emudhra
/ Trust Delivered
emSig«m

Emsigner Embridge

STEP 4: Please ensure both Emsigner and Embridge are running in the system
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Note: If you want to stop the emSigner service running on your system then
just click on Stop Service

Server configured on port 8080

Congrats! emSigner service started successfully
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Supported Crypto Devices

EnterSafe ePass2003

eToken Base Cryptographic Provider
mToken CryptolD SCP

TRUST KEY CSP

PROXKey CSP India

Bitdid Universal Middleware Provider

Warning: This is a protected computer program. Unauthorized reproduction or
distribution of this program, or any portion of it, is not allowed.

This applicstion uses external libranies / services of individual device manufacturers.

eMudhra does not take any ownership or liability of any errors or concerns arised by
such dependencies.
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STEP 5: PIN Change will be required, if a new DSC token is being used for the first time

Please change the PIN of your DSC if you are associating a new token (for the first time) in the system.

STEP 6: Click on ‘Associate DSC’

Associate DSC

imporiant information

o) A DSC plugged in your device bet

STEP 7: A pop up will appear when ‘Associate DSC'is clicked

Please select the DSC Token in the first field:

Conflirm Certificate

Certificote Details

Password

The name of the DSC holder will auto-fill in the second field ‘Certificate Details’:




Confirm Centificate

Token

Please enter the PIN of the DSC Token in the third field ‘Password’. Please ensure to give New PIN in
case PIN has been changed:

Camficars Datails

STEP 8: After entering all the details, click on ‘Register’:

Confim Certificate

Token
ePoss V 2.0-2D2E0EB580780029 (6P ass2003)
Certificate Details

SAKSHI SHARMA

Password

STEP 9: Message will appear on the screen upon successful registration:




Congratulations SAKSHI SHARMA You have
successfully registered your DSC with
DIN()/income tax

PAN(! )/Membership Number
(I

What is the process to register new DSC on MCA Portal in place of an old DSC?

Please follow all the steps as mentioned for Registration of DSC in Point 3. Below message will appear
on the portal if one DSC is already associated with the user ID:

You have already registered your DSC as a Rale
gainst the OIN/PAN] ip. Do you
want to update your DSC?

Please click on ‘Yes’, if you want to associate new DSC with your user ID. Below message will appear
upon successful association:

Congratulations SAKSHI SHARMA You have
successfully registered your DSC with
DIN()/income tax

PAN(! )/Membership Number
(I

4) What if emsigner/ embridge fail to start in the system?

In case emsigner/ embridge fail to start, please uninstall these applications from your system. After
successfully uninstalling, please re-install these applications in the system and run them as
administrator.

5) While I try to associate my DSC, the screen freezes, and no message appears. What can
be the reason?

If the screen freezes while the user clicks on ‘Associate DSC’ and no message is showing up, please
follow the below steps:

STEP 1: Please change the PIN of your DSC token and retry after refreshing the screen. Please ensure
that emsigner and embridge are installed and running in the system.

STEP 2: If the issue does not get resolved by Step 1, please go to Profile Upgrade page and change
your Hint Question and retry after refreshing the screen. Please ensure that emsigner and embridge
are installed and running in the system.



6) What are the different errors that | may receive while associating my DSC on MCA V3
Portal?

Below is the list of type of errors and their significance:

Technical Error: e7002"Customer already exist — This error appears when the DSC, which is already
associated with one user ID, is being re-associated with same user ID. The user may check the DSC
associated with his/her user ID in Profile Upgrade page (please refer to Point 12).

Technical Error: fail — This error comes when the DSC Association has failed. You may retry to
associate the DSC following the aforementioned steps.

The DSC is already registered with another user. Kindly select the correct DSC to register — This error
comes when the DSC, which is already associated with one user ID, is being re-associated with some
other user ID. If the DSC is associated with one User ID on the MCA portal, it is not allowed to be
associated with any other ID.

The DSC that you are trying to register is already used in the system - This error comes when the DSC,
which is already associated with one user ID, is being re-associated with some other user ID. If the
DSC is associated with one User ID, it is not allowed to be associated with any other ID.

The DSC that you are trying to register is already used in the system. Please visit your profile page to
check the DSC associated with your account - This error comes when the DSC, which is already
associated with one user ID, is being re-associated with same user ID. The user may check the DSC
associated with his/her user ID in Profile Upgrade page (please refer to Point 12).

Before retrying the process to associate DSC, please clear browser cache.
7) lam not aware with which user ID my DSC has been associated. What can be done?
The user may reach out to MCA helpdesk team for such cases.

8) | had associated my DSC on MCA portal, but | am still receiving error while uploading
my forms that DSC is not associated with DIN/ PAN/ Membership Number/ COP Number.
What can be the reason?

There can be multiple reasons for such case. Please refer to the below reasons and their resolutions:
Reason 1: Where user had associated his/her DSC on V2 portal.
Resolution: Please ensure to associate your DSC on MCA V3 Portal.

Reason 2: Where user has associated his DSC with one Identification Number but in eform, the user
has given some other Identification Number. For eg. A Company Secretary has registered himself in
the category of Manger/Secretary on the MCA portal giving his PAN. However, in the eform, he has
provided his membership number.

For such cases, please ensure to upgrade your profile in such role, where the Identification Number
that is being provided in form, is captured in the system. The user will not be required to associate the
DSC once again after profile is upgraded.

Please refer to the below example for more clarity:

Mr. A, a Company Secretary in employment, has registered himself as a Business User on MCA V3
Portal under the User Role of Manager/ Secretary

He associated his DSC on the portal (DSC is now associated with his PAN)

He affixed his DSC in one of the eforms, where his Membership Number is given

System is showing error while uploading this form that DSC is not associated with the membership
number

To resolve this issue, he is required to login to MCA portal, and upgrade his profile to a Professional
using his Membership Number

After this profile upgrade, his DSC will get automatically associated with both his PAN as well as
Membership Number

The user may now successfully upload the form on the portal

9) Do I need to associate my DSC every time | upgrade my profile?



No, DSCs are not required to be associated again once the profile upgrade is done by the user. In
addition to the existing record, the system will automatically associate the new record with the DSC.

10) There is no option to provide Certificate of Practice (CoP Number) in User Registration.
How will my DSC get linked with my CoP Number?

The DSC, once linked with the Membership Number, will automatically be linked with the CoP Number,
if any. Such users are required to register themselves in Professional User Role under Business User
category and associate their DSCs on the portal.

11) How can | check if DSC is associated with my User ID or not?

To check the DSC associated with your ID, including the Identification Number(s) with which it has been
associated, please follow the below steps:

Login to MCA Portal
Go to profile upgrade page
Click on ‘Show DSC'’ option available at the end of Profile Upgrade page
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The details of DSC and the Identification Numbers (DIN/ PAN/ Membership Number) with which such
DSC is associated, will be visible on the screen
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